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It’s not what you say, but what you don’t say



A beacon of light in uncertain times.™© 2020 BEAR HILL ADVISORY GROUP LLC. ALL RIGHTS RESERVED.

• Bear Hill Advisory Group helps companies turn business risks into value
• Through our business rescue services we help companies be prepared for and overcome their worst 

days
• Cybersecurity incidents, ethical and integrity breaches, fraud, embezzlement, product recall, Foreign 

Corrupt Practices Act, and serious fraud violations 

OUR SPEAKER TODAY

Jack P. Healey, CFE, CPA/CFF, CRISC
Chief Executive Officer, Bear Hill Advisory Group, LLC

Jack is an expert in operational, financial and organizational crisis management, 
strategies, and tactics. He is an expert in cyber incident response strategies and 
tactics.

He is a Certified Fraud Examiner, Certified Public Accountant, Certified in Fraud 
and Forensics, Cybersecurity SOC, and Cybersecurity Services. He is a member of 
ACFE, InfraGard, ISACA , AICPA, and NACD.

He authored the Business Crisis Diagnostic and Prevention Model™, which 
provides businesses with the framework necessary to identify impending business 
crises before they occur.  
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• What are the dimensions of a multi-dimension communication plan?

• The role of the three Cs

• Message maps—What they are and how to construct them

• How do you choose how to communicate?

• Sample message maps

AGENDA
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“There cannot be a crisis 
next week. My calendar is 
already full.”

Henry Kissinger,
FORMER U.S. SECRETARY OF STATE

5

QUOTE 1
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50 BREACHES FIRST QUARTER 2020 
Company Booty # Records

Landry's Credit Card data Unknown 
Alomere Health Health Care Data 49,351 
Amazon Web Services British Passports Unknown 
PlanetsDrugDirect Pharmacy Unknown 
Mitsubishi Electric Corp Gov Exchange Info Unknown 
Greenville water Payment Info 500,000 
SexPanther Bio Metrics, PII 11,000 
The Royal Yachting Assoc Members Database Unknown 
Oman United Ins Company Ransomware Unknown 
Florida Library Staff Computers 600 
Marriott PII of guests 52,000,000 
Munson Healthcare PII + PHI Unknown 
Microsoft Support logs 250 customers Unknown 
Perth Mint Questionnaire Data 1,480 
Social Captain Co's source code Unknown 
Yarra Trams Personal Emails Unknown 
Bouygues Construction Ransomware 200GB of data Unknown 
Fondren Orthopedic PII + PHI 30,049 
St Louis Community College PII 5,127 
Jokers Stash CC including CVV/CVC 461,876 

Israeli Netanyahu's Party Israel's entire voting registration 65,000,000 
Enrichment Systems Inc PII + PHI Unknown 
Estee Lauder Companies PII 440,000,000 

Rutter’s Convenience Store Credit card CVV Unknown 

South-central Iowa Medical system PII 7,500 
MGM Resorts PII 10,600,000 
Minister of Education Educators PII 360,000 
Decathlon Customer and Employee Data 123,000,000 

Britain's Financial Conduct Authority List of complainants Unknown 
Slickwraps PII 850,000 

Transavia PII and need for physical assistance 80,000 
Company Clearview AI AI Facial Recognition 3,000,000,000 
Lincoln County Employee PII Unknown 
Railworks Corp PII former employees Unknown 
Straffic Customers data 49,000,000 
Walgreens PII- Prescript # Unknown 
UK Railway Stations ID for free wi-fi 10,000 

J Crew Last 4 digits cc, email and shipping Unknown 

J Crew passwords cell phone numbers 266,000 

Princess Cruises and Holland America Line PII including passport Infor Unknown 
T-Mobile PII Unknown 
Carnival Corp Employee PII + PHI Unknown 
Virgin Media PII 900,000 
Orsegups Particip Tax Information Unknown 
Open Exchange Rates PII and passwords Unknown 
European Union PII CC info Unknown 
Blisk Borwser California Gov email 2,900,000 
Rogers Communicatuions PII Unknown 
Tupperware Stole customer payment info Unknown 
U. of Utah Patient PII + PHI Unknown 
GE and Canon Direct deposit info +PII Unknown 
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BREACH STATISTICS – VERIZON BREACH REPORT
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• Ransomware
• Phishing
• Business Email Compromise
• Stolen User Credentials
• Command and Control
• Crypto Jacking
• Stolen Data

THREATS 2020 USSS-FBI
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COSTS OF A DATA BREACH INSURANCE INDUSTRY

This is based on actual claims 
data:

• Number of records are not the 
determinate factor.

• The type of record matters.

• The industry matters.

• The mitigation processes in 
place matter.

Source: Advison/Cyentia Institute March 2020
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• Organized response—All pieces fit together.

• Inform your customers/suppliers/stakeholders.

• Update as matters merit.

• Meet statutory requirements.

• Address emotions and anticipate questions.

WHY DO WE COMMUNICATE
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GUIDING PRINCIPLES OF COMMUNICATION

• Identify the facts as quickly as possible.

• Understand—”Why” we are communicating now—5 whys.

• Create pre-written messages.

• Leverage intelligence networks for critical metrics (if applicable).

• Update information as circumstances change.
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• To assess blame, minimize, or deflect from magnitude

• To provide false hope that “we understand the magnitude”

• To appear more in control than you really are

• Know v. think v. hope

• Mitigation of liability—mitigation is a by-product of effective 
communication, not the purpose

WHY WE DON’T COMMUNICATE
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• Statements that you don’t have proof are true

• That you know the depth of the breach (truism 1)

• That they will not be impacted (unless you know that to be true)

• What mitigation you are offering if you don’t know the scope of the 
breach

• You know how they feel

• Avoid “this will not define us” and canned crisis management lingo

BUT DON’T SAY …
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ELEMENTS OF A CYBER INCIDENT RESPONSE PLAN

• A plan is a roadmap of:
• What should be done—steps and actions
• When to do it—at point of the incident
• Who should do it—roles and responsibilities

• A communications plan is integrated:
• What do you say? Or not say!
• Who do you say it to?
• When do you say it?
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• Communications should be part of the cyber incident response team, so 
they have the most recent unvarnished information.

• Start monitoring social media (remember fuzzy matches).

• Monitor the press.

• Look at your pre-written messages and start to craft messages.

FIRST THINGS FIRST
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• Communication is part of your cyber incident response plan.

• Communication team—CEO, CIO/CISO, HR, IR, Legal, and Comms/PR

• Legal is not the leader for coordinating and crisis communications.

• Have a relationship with the media, law enforcement, and regulators 
(IGs are your representatives).

• Have draft communications and message maps.

BEFORE THE BREACH
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• Nothing is private—expect leaks

• Pressures to disclose more than you know

• Positioning of your story by others

• Social media needs to be monitored

ALL COMMUNICATIONS—BE PREPARED
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THE THREE C’S OF COMMUNICATIONS

• Coordination—Company will communicate internally to 
direct coordination activities regarding cybersecurity 
response and recovery.

• Crisis—Company will provide communications to address the 
potential crisis impacts on brand and reputation.  

• Compliance—Company has communications responsibilities 
related to compliance notification to those parties who are 
impacted (or potentially impacted) by cybersecurity. These 
communications serve the dual purposes of notification and 
remedy actions to mitigate or prevent potential impacts.  
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COORDINATING COMMUNICATIONS

• Communications team needs to have “unvarnished” information from the cyber 
response team to assess communication/notification implications.

• Executive management will want written and oral communications detailing the cyber 
incident and plan of action, as needed.

• Evaluate appropriateness and traction of messages throughout the cyber incident by 
using “intelligence network” and metrics.

• Work with c-suite and operation leads to inquire, “what will your stakeholders want to 
know?”



A beacon of light in uncertain times.™© 2020 BEAR HILL ADVISORY GROUP LLC. ALL RIGHTS RESERVED.

Half of What you know in the beginning of a crisis is 
wrong.

You just don’t know which half!

TRUISM #1
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EMOTIONS

What emotions 
should we be 
addressing in 
coordinating 
communications?



A beacon of light in uncertain times.™© 2020 BEAR HILL ADVISORY GROUP LLC. ALL RIGHTS RESERVED.

CYBERSECURITY COMMUNICATIONS PLAN

Each element of your plan will include a 
communication element:

• Coordinating communications will apply to 
all elements.

• Crisis communications will apply to 
detection, containment, eradication, and 
recovery.

• Compliance communication: Detection and 
post-incident.
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COMM PLAN
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• Overview—Objective, Scope, Assumptions, Life Plan Life Cycle, Comm 
Cycle

• Cyber Incident Crisis Communications Team—Roles, RACI Chart
• Team Activation
• Response Procedures—Planning, Alerting, Triage, Investigation, 

Containment, Eradiation
• Pre-Approved Message Maps
• Internal Communication Procedures—Blast Email, Phone/Text, Hotline, 

Intranet
• External Communication—Internet, Web Page
• Social Media—Rumor Control and Response

COMMUNICATION PLAN
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• Coordinating communications work best when they follow an escalation 
matrix.

• Seven parts to the communication:
• What should I be doing?
• Why am I doing it?
• What will you be doing?
• How long do I do it?
• How will I know I’m done?
• When will you talk with me next?
• What do I do if I have questions?

KNOW YOUR AUDIENCE- COORDINATING



A beacon of light in uncertain times.™© 2020 BEAR HILL ADVISORY GROUP LLC. ALL RIGHTS RESERVED.
26

Cyber Incident Severity Escalation Matrix
Impacts Level 1 Guarded Level 2 Elevated Level 3 Severe

Information 
Impact

(Software, Network 
Database, and 

Access) 

No information was 
exfiltrated, changed, 
deleted, or otherwise 
compromised 

• Limited anomalies in monitoring and processing 
patterns 

• Multiple suspicious and possibly related tickets 
opened

• Operational anomalies noted In systems or data 

• Privacy breach sensitive PII of clients or 
employees breached 

• Proprietary breached unclassified proprietary 
information, potential critical Infrastructure 
information PCII was accessed, or exfiltrated 

• Integrity loss, sensitive proprietary information 
changed or deleted 

Brand and 
Reputation 

(Traditional and Social 
Media)

Routine comments 
regarding company Multiple postings regarding operational difficulties

• Brand attack on company Cyber action reported 
Employee/Client data posted on 

• Internet loss of PU or PHI reported, company 
problems reported, public awareness, or hack 

Functional/ 
Operational Impact
(Customer Experience, 

Internal/External) 

No or minimal impact 
on organization ability 
to operate 

• Organization has lost the ability to provide a critical 
service to a subset of internal or external customers 

• Business processes and/or function have degraded, or 
controls are not functioning as designed 

Organization is no longer able to provide 
some critical services to any users 

Data Recovery
(Time, Effort, Ability)

Time to recovery is 
predictable and minimal 

• Time to recover is predictable with additional resources 
• Time recovery is unpredictable; additional resources and 

outside help are needed 
• Data appears inaccurate or is not current 

• All data lost 
• Data missing/manipulation 
• Inability to access Information 
• Recoverability not possible data exfiltrated and 

posted publicly 
• Launch investigation

Enterprise Support 
Actions

Local Security Team LTRT 
Leads Response Refer to CIRT/Notify CCCT LTRT Leads Response ESCALATE to CIMT CIRL Leads Response 

COORDINATING COMMUNICATIONS- ESCALATION MATRIX
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COORDINATING- PREPARED

• Think about the different scenarios and anticipate messages.

• Focus on all departments’ communication needs.

• Technology, including “dark channel” need to be in place.

• Identifies all spokespeople and requires training.

• Requires testing of plan—tied to learning. 
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DETECTION- COORDINATION

• Typically first 24–48 hours—can be shorter/longer

• Which stakeholders have been impacted (you think) 

• Communicate to leadership in coordination with IT security

• Verify classification of incident as operational/security

• Map game plan for communications strategy with legal and selected delivery 

mediums (website, email, social media)

• Remind the organization of your communication protocols
NOTE: Strategy of communications must be dynamic
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• Notification that cyber-incident response plan has been activated

• Refer to training company has undertaken and time to put into place

• Generally discuss incident—stick to what you know—don’t guess—CIA 

• Describe what systems might be impacted

• Give specific instructions for what you want them to do

• Remind staff of only authorized spokespeople

INTERNAL COMMUNICATION



A beacon of light in uncertain times.™© 2020 BEAR HILL ADVISORY GROUP LLC. ALL RIGHTS RESERVED.

• Assure group that customers and impacted third parties are top of mind 
and that notifications are being made or will be made, but that these 
need to come from authorized personnel.

• Ask for help in monitoring and provide method for feedback.

• Give schedule for next update and method (preferably live).

• Reiterate that you have prepared for this and now is time to pull 
together.

• Reinforce pride in brand and team.

INTERNAL COMMUNICATION
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ERADICATION/RECOVERY COORDINATION COMMUNICATIONS

• This will be a high-stress and evolving stage—remember to 
keep cyber-incident response team and executive 
management informed on status of intelligence gathered.

• Where practical, make internal updates in person or via 
phone—restrict email dialogue.

• Have a clear release protocol—make certain that everyone 
knows who has final release authority.
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If you’re explaining you’re losing

TRUISM #2
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EMOTIONS

What emotions 
should we be 
addressing in crisis 
communications?
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• Do you want to provide a statement?

• Words have meaning—”incident” versus “breach”.

• Use words that people understand.

• Try to write at a fourth-grade level.

CONSIDERATIONS WHEN BREACH CONFIRMED
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• Associates must be informed and armed with clear FAQs.

• Customers should be your touchstone—what would you want a supplier 
to do for you if you were in this situation?

• All communications must be controlled.

• Simultaneously with customer communications, notify AGs and 
regulators.

• Be prepared for the press.

KNOW YOUR PRIORITIES
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• Communications need to address their concerns.

• What happened?

• What are you going to FOR THEM?

• When will you talk with them next?

• How do they talk with you (call center, web page)?

• Have written script FAQs for all management and client contact.

KNOW YOUR AUDIENCE- CRISIS COMMUNICATION
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• What happened in nontechnical speak

• Who have you engaged to assist?

• Steps taken and being taken

• Promise for updates

• Don’t speculate or guess

CRISIS COMMUNICATIONS
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DETECTION-CRISIS

• Detection stage is inherently confusing.
• Go into “lock down mode”.

• No social media posting until clarity can be ascertained.
• Keep record of all media calls and return calls at appropriate time.
• Use crisis messaging.
• Begin monitoring of media including social media.

• Legal should be part of all decisions. 
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ERADICATION/RECOVERY CRISIS COMM

• Distribute official message to business operations and clients, as 
appropriate, for their use with incoming calls/emails, as appropriate at 
this time.

• Coordinate with the operational presidents to ensure that clients are 
kept informed throughout the event.
• Provide impacted business operation with approved message to employees and 

clients regarding the event. Be certain this communication meets country-of-origin 
laws.

• Ensure that outgoing voice messages provide accurate, up-to-date information for 
callers.
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CRISIS/ REGULATORY POST COMMUNICATIONS

• Prepare a “fact sheet” and update website contemporaneously with any 
release of information.

• Legal and finance may request that copy of public releases be filed as 8-K 
with SEC.

• Create a “dissemination control” so that you know what you released, to 
whom, and when.

• Many times, no outside information is released until after a thorough 
investigation.
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• Before you communicate, be certain to “close the loop” on your 
message.

• Have you addressed the emotional aspects of your audience?

• Be careful to coordinate with compliance so that you don’t 
inadvertently trigger a time line.

• Be careful if in a regulated industry—HIPPA/FINRA. 

CRISIS COMMUNICATIONS
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• Continue to communicate throughout the investigation.

• When final report is issued, share results, lessons learned, and steps 
taken.

• At each step, show the importance of your commitment to your 
customers.

• Similar message should be sent to associates.

CRISIS COMMUNICATIONS-
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• Communicate liberally

• Blueprint to gather facts

• Have a designated spokesperson

• Names and numbers of all contacts (LE, Management, banks, media, etc.).

• Information hotline

• A single group email address

• Offsite communications center

• Counter rumors and speculation of facts

CRISIS COMMUNICATIONS—REVIEW
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WHAT DO YOU SAY- MESSAGE MAP
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MESSAGE MAPS
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NASA
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“All I want is compliance with my wishes, 
after reasonable discussion.”

WINSTON CHURCHILL

QUOTE 2
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EMOTIONS

What emotions 
should we be 
addressing in 
compliance 
communications?

NONE!

Just the Facts!
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DETECTION-COMPLIANCE

• Be careful at this stage regarding what you “know”.

• Notifications may include third parties that may be the source 

of the incident.

• Law enforcement may be notified.

• Preliminary alerts to third parties and SMEs.
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RECOVERY/POST COMPLIANCE COMMUNICATIONS

• Be certain that method of notifications are in accordance with state and 
regulatory laws.

• Refrain from using email notification if a breach of PII or PHI is involved. 
Avoid re-victimization.

• Be prepared to handle returned mail—have a plan with legal on how 
you handle them.
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• Compliance now includes privacy laws as well as breach.

• CCPL, GDPR, others.

• Change frequently.

• Legal needs to drive which states/country notifications.

• Law firms should be consulted.

KNOW YOUR AUDIENCE- COMPLIANCE COMMUNICATION
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NOTIFICATION

• As a general rule, notify when:
• Unencrypted hardware is lost, stolen, or misplaced with sensitive data (PHI, PII).

• Unauthorized access and exfiltrated data that could be sensitive.

• Improper disposal of information and data of any form.

• A third party has any of the above happen.

• As a general rule, you don’t need to notify when:
• Information was retrieved before it was accessed.

• Information is encrypted.

• Information is limited to names and addresses.

• Information is not accessed.
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MASSACHUSETTS

PII—SS#, DL, financial account with or w/out password.

Persons Covered—Person or agency that maintains, stores, owns, or licenses personal 
information about a resident of the commonwealth who knows of a breach of security, or 
has reason to know was acquired by an unauthorized person.

Encryption/Notification Trigger—Does not apply to encrypted information. Standard for 
triggering—know or have reason to know that info was obtained by an unauthorized user, 
or the info was acquired by an unauthorized user. The breach must create a substantial risk 
of identity theft or fraud against a person of the commonwealth.

Specific Content Requirements—Right to obtain a police report, request a security freeze, 
no charge for a security freeze, mitigation relief. Shall not include nature of breach, how 
many affected, or unauthorized access or use. Notice to AG will include details.

Timing—As soon as practical and without delay, but 7 days after law enforcement has been 
notified and determined there has been a breach.
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WENDY'S
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WALGREENS
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LANDRY’S
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BEST PRACTICES

• Always have legal and CEO approve messages.
• Prepare talking points for key individuals, referring to spokesperson, 

release.
• Know your “core anchor message”.
• Coordinate the releases.
• Always inform state AGs impacted when you release information. They 

will be called!
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IN SUMMARY
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Jack P. Healey CFE, CPA/CFF

CEO
Bear Hill Advisory Group
770.362.2008 
JHEALEY@BHAGRP.COM

@CyberBizRescue
@BHAGRP

www.bhagrp.com

QUESTIONS AND CONTACT INFORMATION
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